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API gateway vs. API proxy

The integration project at U1O (INT) defines the role API Manager.
Why use API gateway instead of API proxy?
e Unified access for all our APIs
e Unified documentation and catalogue
e Unified caching for all APIs
o Unified logging / statistics generation for all APIs
e Access control / rate limiting for all our APIs

e (Re)mapping and (re)writing



API gateway & Cerebrum

For the time being we have settled on Tyk API gateway.

It uses an internal user-database and consists of the following
logical components:

e Dashboard
e Developer portal

o Gateway



Dashboard

Provides a convenient web-interface for configuration and
manipulation of the gateway and the different APIs.
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Help

This page lists all the registered API's within your tyk
cluster, update or edit these API configurations and
changes will propagate throughout the system to take
effect.

Warning: Deleting APls cannot be undone, and will
revoke access to any keys that are currently set to
have access to your API

APls that are greyed out are still editable, but it is not
recommended, these represent system-proxies, for
example, if your installation was set up to proxy the
Tyk Portal via the Tyk Gateways,




Portal



Provides the API documentation and catalogue.
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Cerebrum REST API

Cerebrurm is an user administration system.

accounts

GET Jfaccounts/
GET Jaccounts/{id}
GET Jaccounts/{id }/affiliations

GET Jaccounts/{id }/contacts

n
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faccounts/{id }femailaddresses

faccounts/{id }/groups
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faccounts/{id }/homes
GET Jaccounts/{id }/posix

GET faccounts/{id }/guarantines

Powered by Tyk - The Cpen Source AP| Gateway

Show/Hide | List Operations | Expand Operations

List accounts

Get account information

List affiliations for an account

Lists contact information for an account

Get the email addresses for an account

List groups an account is @ member of

List home directories for an account

Get POSIX account information

Get account guarantines
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Cerebrum REST API

Cerebrum is an user administration system,

accounts

faccounts/

GET Jaccounts/{id}

Response Class (Status 200)

Model Schema

{

"active': true,
"contexts": [
"string"

1.

"create_date"
"expire_date":

"2018-09-13T12:23:34,1702",
016-09-13T12:23:34,1702",

"href": "string",
"id": @,

"name": "string”,
"owner": {

Response Content Type | applicationjjson v

Parameters
Parameter Value

id

X-Fields

Response Messages
HTTP Status €

Reason
404 Not Found

Try it out!

GET faccounts/{id }/affiliations

Jaccounts/{id }/contacts

GET Jaccounts/{id }/emailaddresses

Jaccounts/{id }/groups

Account name or ID

An optional fields mask

Show/Hide | List Operations | Expand Operations

List accounts

Get account information

Parameter Type  Data Tpe

path string

header string

List affiliations for an account
Lists contact informatien for an account
Get the email addresses for an account

List groups an account is a member of




Gataway

e Still in experimental / pilot phase

o Several APIs are already configured in Tyk (Cerebrum WS, SAP
WS...)

e Support for many authentication modes (Auth Token, JWT,
OAuth 2, Basic Auth, Open ID Connect, ...)

Official site: https://tyk.10/


https://tyk.io/

Q&A



